	SYSTEM AND SERVICES ACQUISITION POLICY AND PROCEDURES

	Effective Date:
##/##/####
	Responsible Department: CISO
	Policy #:



NOTICE
By using this template, you are agreeing to the terms of the license agreement provided by CyRisk Inc. This template is licensed for the exclusive use by Ambridge Policyholders, You, (the "Licensee") under the terms specified in the license agreement. The Licensee may customize this template for internal business purposes. Redistribution, sale, sublicensing, or any form of unauthorized use of this template is strictly prohibited.
Licensee is permitted to share read-only copies of customized documents derived from this template with third parties solely for audit, compliance, regulatory, or other legally mandated business purposes.
For any questions or to obtain additional licenses, please contact CyRisk Inc. at info@cyrisk.com.
© 2024 CyRisk Inc. All rights reserved.


1. Introduction
This document establishes the System and Services Acquisition Policy and Procedures for [Organization Name]. This policy aims to ensure that all acquisitions align with organizational security and privacy objectives, comply with relevant laws and regulations, and mitigate risks associated with system and service procurement.
2. Purpose
The purpose of the System and Services Acquisition (SA) policy is to establish guidelines and requirements for the acquisition, development, and integration of information systems, components, and services within [Organization Name]. 
3. Scope 
This policy applies to all personnel, contractors, and suppliers involved in the acquisition, development, or integration of information systems, components, or services on behalf of [Organization Name]. It encompasses the entire lifecycle of system and service acquisition, including planning, requirements definition, procurement, development, testing, deployment, maintenance, and disposal phases.
4. Policy
SA-01 POLICY AND PROCEDURES
· Develop, document, and disseminate to relevant personnel:
· An organization-level System and Services Acquisition policy that:
· Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
· Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
· Procedures to facilitate the implementation of the System and Services Acquisition policy and the associated System and Services Acquisition controls. 
· Designate an official to manage the development, documentation, and dissemination of the System and Services Acquisition policy and procedures. 
· Review and update the current System and Services Acquisition policy and procedures annually and following significant events.
SA-02 ALLOCATION OF RESOURCES
· Determine high-level security and privacy requirements during planning.
· Allocate necessary resources for system protection in capital planning.
· Include information security and privacy as a distinct item in budget documentation.
SA-03 SYSTEM DEVELOPMENT LIFE CYCLE
· Use a defined system development life cycle (SDLC) incorporating security and privacy considerations.
· Document roles for information security and privacy throughout SDLC.
· Identify individuals responsible for security and privacy roles.
· Integrate organizational security and privacy risk management into SDLC activities.


SA-04 ACQUISITION PROCESS
· Include the following requirements, descriptions, and criteria, explicitly or by reference, using standardized contract language in the acquisition contract for the system, system component, or system service:
· Security and privacy functional requirements
· Strength of mechanism requirements
· Security and privacy assurance requirements
· Controls needed to satisfy the security and privacy requirements
· Security and privacy documentation requirements
· Requirements for protecting security and privacy documentation
· Description of the system development environment and environment in which the system is intended to operate
· Allocation of responsibility or identification of parties responsible for information security, privacy, and supply chain risk management
· Acceptance criteria
SA-04(01) FUNCTIONAL PROPERTIES OF CONTROLS
· Require developers to describe functional properties of implemented controls.
SA-04(02) DESIGN AND IMPLEMENTATION INFORMATION FOR CONTROLS
· Obtain design and implementation details for controls at defined levels.


SA-04(03) FUNCTIONS, PORTS, PROTOCOLS, AND SERVICES IN USE
· Require the developer of the system, system component, or system service to identify the functions, ports, protocols, and services intended for organizational use.
SA-05 SYSTEM DOCUMENTATION
· Obtain or develop administrator documentation for the system, system component, or system service that describes:
· Secure configuration, installation, and operation of the system, component, or service
· Effective use and maintenance of security and privacy functions and mechanisms
· Known vulnerabilities regarding configuration and use of administrative or privileged functions
· Obtain or develop user documentation for the system, system component, or system service that describes:
· User-accessible security and privacy functions and mechanisms and how to effectively use those functions and mechanisms
· Methods for user interaction, which enables individuals to use the system, component, or service in a more secure manner and protect individual privacy
· User responsibilities in maintaining the security of the system, component, or service and privacy of individuals
· Document attempts to obtain system, system component, or system service documentation when such documentation is either unavailable or nonexistent 
· Distribute documentation to appropriate personnel
SA-06 SECURITY AND PRIVACY ENGINEERING PRINCIPLES
· Apply defined security and privacy engineering principles throughout system lifecycle.
SA-07 EXTERNAL SYSTEM SERVICES
· Require external service providers to comply with organizational security and privacy requirements.
· Document oversight and user responsibilities for external services.
· Employ processes to monitor provider compliance on an ongoing basis 
SA-07(01) RISK ASSESSMENTS AND ORGANIZATIONAL APPROVALS
· Conduct risk assessments prior to acquiring security services.
· Ensure approval from designated personnel for outsourcing security services.
SA-07(02) IDENTIFICATION OF FUNCTIONS, PORTS, PROTOCOLS, AND SERVICES
· Require identification of functions, ports, protocols, and other services  for external system services.
SA-08 DEVELOPER CONFIGURATION MANAGEMENT
· Require the developer to 
· Perform configuration management during system design, development, implementation, and operation phases.
· Configuration Management: Document, manage, and control changes to organization-defined configuration items.
· Change Control: Implement only organization-approved changes to the system, component, or service.
· Documentation: Document approved changes and assess their security and privacy impacts.
· Flaw Tracking: Track security flaws within the system and report findings to designated personnel.
· Security and Privacy Representatives: Include security and privacy representatives in the configuration change management process.
SA-09 DEVELOPER TESTING AND EVALUATION
· Require the developer at all post-design stages of the system development life cycle, to:
· Develop and implement a plan for ongoing security and privacy assessments;
· Regularly perform unit, integration, system and regression testing
· Produce evidence of the execution of the assessment plan and the results of the testing and evaluation;
· Implement a verifiable flaw remediation process;
· Correct flaws identified during testing and evaluation.
SA-10 DEVELOPMENT PROCESS, STANDARDS, AND TOOLS
· Require the developer of the system, system component, or system service to follow a documented development process that:
· Explicitly addresses security and privacy requirements;
· Identifies the standards and tools used in the development process;
· Documents the specific tool options and tool configurations used in the development process; and
· Documents, manages, and ensures the integrity of changes to the process and/or tools used in development; and
· Review the development process, standards, tools, tool options, and tool configurations to determine if the process, standards, tools, tool options and tool configurations selected and employed can satisfy security and privacy requirements:
SA-11 UNSUPPORTED SYSTEM COMPONENTS
· Replace system components when support for the components is no longer available from the developer, vendor, or manufacturer
· Provide options for alternative sources for continued support for unsupported components
5. Review and Update
This policy and its associated procedures shall be reviewed and updated annually or following significant security incidents, changes in applicable laws, regulations, or organizational structure.

Approval and Acknowledgement
This policy is approved by the organization's executive management and communicated to all employees. Employees are required to acknowledge their understanding and acceptance of the policy.

Review Date: [Insert Date]
Approved by: [Insert Name and Title]
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