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1. Introduction
This policy establishes the media protection policy and procedures for [Organization Name]. This policy will ensure the secure handling, storage, and transport of both digital and non-digital media within the organization.
2. Purpose: 
The purpose of this policy is to establish and maintain a media protection policy and procedures for [Organization Name], to ensure the protection and secure handling of digital and non-digital media within [Organization Name] for the full lifecycle of the media from creation through use, modification, transport, storage and destruction.
3. Scope: 
This policy applies to all organizational personnel involved in the handling, storage, and transport of media. This policy defines the roles and responsibilities defined below.
4. Roles and Responsibilities:
· Media Protection Officer: Responsible for developing, documenting, and disseminating the media protection policy and procedures.
· All Employees: Required to adhere to the media protection policies and procedures.
5. Policy
MP-01 - Policy and Procedures: 
· Develop, document, and disseminate
· A media protection policy that:
· Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
· Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
· Procedures to facilitate the implementation of the media protection policy and the associated media protection controls.
· Designate an official to manage the development, documentation, and dissemination of the media protection policy and procedures. 
· Review and update the policies and procedures periodically
MP-02 MEDIA ACCESS
· Restrict access to digital and/or non-digital media to appropriate personnel or roles
MP-03 MEDIA MARKING
· Mark system media indicating the distribution limitations, handling caveats, and applicable security markings of the information.
· Exempt system media from marking if the media remain within controlled areas.
MP-04 MEDIA STORAGE
· Physically control and securely store digital and/or non-digital media within controlled areas
·  Protect system media until the media are destroyed or sanitized using approved procedures.
MP-04(01) AUTOMATED RESTRICTED ACCESS
· Restrict access to media storage areas and log access 
MP-05 MEDIA TRANSPORT
· Protect and control system media during transport outside of controlled areas 
· Maintain accountability for system media during transport outside of controlled areas.
· Document activities associated with the transport of system media.
· Restrict the activities associated with the transport of system media to authorized personnel.
MP-05(01) CUSTODIANS
· Employ an identified custodian during transport of system media outside of controlled areas.
MP-06 MEDIA SANITIZATION
· Sanitize media]prior to disposal, release out of organizational control, or release for reuse using 
· Employ sanitization mechanisms with the strength and integrity commensurate with the security category or classification of the information.
MP-06(01) REVIEW, APPROVE, TRACK, DOCUMENT, AND VERIFY
· Review, approve, track, document, and verify media sanitization and disposal actions.
MP-06(02) EQUIPMENT TESTING
· Test sanitization equipment and procedures to ensure that the intended sanitization is being achieved.
MP-06(03) NONDESTRUCTIVE TECHNIQUES
· Apply nondestructive sanitization techniques to portable storage devices prior to connecting such devices to the system 
MP-06(04) DUAL AUTHORIZATION
· Enforce dual authorization for the sanitization of system media.
MP-06(05) REMOTE PURGING OR WIPING OF INFORMATION
· Provide the capability to purge or wipe information from systems or system components
MP-07 MEDIA USE
· Restrict or prohibit the use of media (such as flash drives, external hard disk drives) on organizational systems 
· Prohibit the use of portable storage devices in organizational systems when such devices have no identifiable owner.
MP-07(01) PROHIBIT USE OF SANITIZATION-RESISTANT MEDIA
· Prohibit the use of sanitization-resistant media in organizational systems.
MP-08 MEDIA DOWNGRADING
· Establish a system media downgrading process that includes mechanisms commensurate with the security category or classification of the information.
· Verify that the system media downgrading process is commensurate with the security category and/or classification level of the information to be removed and the access authorizations of the potential recipients of the downgraded information.
· Identify system media requiring downgrading
· Downgrade the identified system media using the established process.
MP-08(01) DOCUMENTATION OF PROCESS
· Document system media downgrading actions.
MP-08(02) EQUIPMENT TESTING
· Test downgrading equipment and procedures to ensure that downgrading actions are being achieved.
MP-08(03) CONTROLLED UNCLASSIFIED INFORMATION
· Downgrade system media containing controlled unclassified information prior to public release.
MP-08(04) CLASSIFIED INFORMATION
· Downgrade system media containing classified information prior to release to individuals without required access authorizations.
6. Review and Update
This policy and its associated procedures shall be reviewed and updated annually or following significant security incidents, changes in applicable laws, regulations, or organizational structure.
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This policy is approved by [the Organization Name]'s executive management and will be communicated to all employees. Employees are required to acknowledge their understanding and acceptance of the policy.
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