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1. Introduction
This document establishes the Configuration Management Policy and Procedures for [Organization Name]. It provides guidelines to ensure that access to information and systems is controlled and managed effectively to protect organizational assets.
2. Purpose
The purpose of this policy is to define access control measures that safeguard the confidentiality, integrity, and availability of [Organization Name]'s information systems and data.
3. Scope
This policy applies to all employees, contractors, vendors, and other personnel who have access to [Organization Name]'s information systems and data.
4. Policy
[Organization Name] will implement access controls to restrict access to information systems and data based on the principles of least privilege and need-to-know.
CM-01 POLICY AND PROCEDURES
· Develop, document, and disseminate to appropriate personnel or roles.
· A configuration management policy that:
· Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance   
· Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines   
· Procedures to facilitate the implementation of the configuration management policy and the associated configuration management controls  
· Designate an official to manage the development, documentation, and dissemination of the configuration management policy and procedures   
· Review and update the current configuration management policy and procedures at a defined frequency and following defined events
CM-02 BASELINE CONFIGURATION
· Develop, document, and maintain under configuration control, a current baseline configuration of the system and
· Review and update the baseline configuration of the system:
· defined frequency  
· When required due to defined circumstances
· When system components are installed or upgraded.
CM-02(01) AUTOMATION SUPPORT FOR ACCURACY AND CURRENCY
· Maintain the currency, completeness, accuracy, and availability of the baseline configuration of the system using automated mechanisms.
CM-02(02) RETENTION OF PREVIOUS CONFIGURATIONS
· Retain a defined number of previous versions of baseline configurations of the system to support rollback.
CM-02(03) DEVELOPMENT AND TEST ENVIRONMENTS
· Maintain a baseline configuration for system development and test environments that is managed separately from the operational baseline configuration.
CM-02(04) CONFIGURE SYSTEMS AND COMPONENTS FOR HIGH-RISK AREAS
· Issue defined systems or system components with defined configurations to individuals traveling to locations that the organization deems to be of significant risk  
· Apply defined controls to the systems or components when the individuals return from travel
CM-03 CONFIGURATION CHANGE CONTROL
· Determine and document the types of changes to the system that are configuration-controlled  
· Review proposed configuration-controlled changes to the system and approve or disapprove such changes with explicit consideration for security and privacy impact analyses  
· Document configuration change decisions associated with the system  
· Implement approved configuration-controlled changes to the system  
· Retain records of configuration-controlled changes to the system for a defined time period  
· Monitor and review activities associated with configuration-controlled changes to the system   and
· Coordinate and provide oversight for configuration change control activities through a defined configuration change control element that convenes at a defined frequency or when defined configuration changes occur.
CM-03(01) TESTING, VALIDATION, AND DOCUMENTATION OF CHANGES
· Test, validate, and document changes to the system before finalizing the implementation of the changes.
CM-03(02) SECURITY AND PRIVACY REPRESENTATIVES
· Require security and privacy representatives to be members of the configuration change control element.
CM-04 IMPACT ANALYSES
· Analyze changes to the system to determine potential security and privacy impacts prior to change implementation.
CM-04(01) VERIFICATION OF CONTROLS
· After system changes, verify that the impacted controls are implemented correctly, operating as intended, and producing the desired outcome with regard to meeting the security and privacy requirements for the system.
CM-05 ACCESS RESTRICTIONS FOR CHANGE
· Define, document, approve, and enforce physical and logical access restrictions associated with changes to the system.
CM-06 CONFIGURATION SETTINGS
· Establish and document configuration settings for components employed within the system that reflect the most restrictive mode consistent with operational requirements using common secure configurations  
· Implement the configuration settings  
· Identify, document, and approve any deviations from established configuration settings for system components based on defined operational requirements 
· Monitor and control changes to the configuration settings in accordance with organizational policies and procedures.
CM-07 LEAST FUNCTIONALITY
· Configure the system to provide only mission essential capabilities 
· Prohibit or restrict the use of functions, ports, protocols, software, and/or services to provide only mission essential capabilities
CM-07(01) PERIODIC REVIEW
· Review the system at a defined frequency to identify unnecessary and/or nonsecure functions, ports, protocols, software, and services 
· Disable or remove functions, ports, protocols, software, and services within the system deemed to be unnecessary and/or nonsecure.
CM-07(02) PREVENT PROGRAM EXECUTION
· Prevent program execution in accordance with (one or more):  
· defined policies, 
· rules of behavior, 
· and/or access agreements regarding software program usage and restrictions   
· rules authorizing the terms and conditions of software program usage.
CM-07(03) AUTHORIZED SOFTWARE — ALLOW-BY-EXCEPTION
· Identify software programs authorized to execute on the system  
· Employ a deny-all, permit-by-exception policy to allow the execution of authorized software programs on the system 
· Review and update the list of authorized software programs at a defined frequency.
CM-08 SYSTEM COMPONENT INVENTORY
· Develop and document an inventory of system components that:
· Accurately reflects the system  
· Includes all components within the system  
· Does not include duplicate accounting of components or components assigned to any other system  
· Is at the level of granularity deemed necessary for tracking and reporting   
· Includes  defined information deemed necessary to achieve effective system component accountability 
· Review and update the system component inventory at a defined frequency.
CM-08(01) UPDATES DURING INSTALLATION AND REMOVAL
· Update the inventory of system components as part of component installations, removals, and system updates.
CM-08(02) AUTOMATED UNAUTHORIZED COMPONENT DETECTION
· Detect the presence of unauthorized hardware, software, and firmware components within the system using automated mechanisms  
· Take the following actions when unauthorized components are detected: 
Selection (one or more): 
· disable network access by such components   
· isolate the components  
· notify appropriate personnel or roles.
CM-09 CONFIGURATION MANAGEMENT PLAN
· Develop, document, and implement a configuration management plan for the system that:
· Addresses roles, responsibilities, and configuration management processes and procedures  
· Establishes a process for identifying configuration items throughout the system development life cycle and for managing the configuration of the configuration items  
· Defines the configuration items for the system and places the configuration items under configuration management  
· Is reviewed and approved by appropriate personnel or roles 
· Protects the configuration management plan from unauthorized disclosure and modification.
CM-10 SOFTWARE USAGE RESTRICTIONS
· Use software and associated documentation in accordance with contract agreements and copyright laws  
· Track the use of software and associated documentation protected by quantity licenses to control copying and distribution  
· Control and document the use of peer-to-peer file sharing technology to ensure that this capability is not used for the unauthorized distribution, display, performance, or reproduction of copyrighted work.
CM-10(01) OPEN-SOURCE SOFTWARE
· Establish restrictions on the use of open-source software.
CM-11 USER-INSTALLED SOFTWARE
· Establish policies governing the installation of software by users  
· Enforce software installation policies 
· Monitor policy compliance  
CM-12 INFORMATION LOCATION
· Identify and document the location of  information and the specific system components on which the information is processed and stored  
· Identify and document the users who have access to the system and system components where the information is processed and stored 
· Document changes to the location (i.e., system or system components) where the information is processed and stored.
CM-12(01) AUTOMATED TOOLS TO SUPPORT INFORMATION LOCATION
· Use automated tools to identify information by information type on defined system components to ensure controls are in place to protect organizational information and individual privacy.
5. Review and Update
This policy and its associated procedures shall be reviewed and updated annually or following significant security incidents, changes in applicable laws, regulations, or organizational structure.

Approval and Acknowledgement
This policy is approved by the organization's executive management and communicated to all employees. Employees are required to acknowledge their understanding and acceptance of the policy.

Review Date: [Insert Date]
Approved by: [Insert Name and Title]
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